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About the speaker 2 I.

ASenior Judge in Egypt.
AAdvisor to the Minister of Military Production.

AFormer advisor to the Chairman of the Egyptian Regulator of the
Exchange.

Al hold a Ph.D. in Law from the University of Lyon Ill in France, for a
dissertation on the legal framework to fight cybercrime in Europe
and the USA.

AMy domain of interest covers: cybercrime, data protection, national
and information securities.

AFounder and Chairman of the French Association of Cybercrime
Prevention (AILCC).



About Egypt é

AKnown officially by The Arab Republic of Egypt
ACovering an area about 1,000,000 km?2

ABordered by the Mediterranean Sea to the north,
Israel to the northeast, the Red Sea to the east,
Sudan to the south and Libya to the west.

AThe great majority of its estimated 83 million people
live near the banks of the Nile River.

AE g y pdcanhemy depends on agriculture, petroleum
and tourism.

AThe official language of Egypt is Arabic, with other
spoken languages such as English, French and
German.

AFootball is the Popular National sport of Egypt.



http://en.wikipedia.org/wiki/File:Egypt_(orthographic_projection).svg

Background é

AHosni Mubarak, the former President
became head of Egypt Republic
government following the assassination of
President Anwar El Sadat in 1981.

A He continued to serve until his departure in
2011.

AMu b ar a3R-gear reign made him the
longest serving President in E g y phistors.

AMu b ar gdvémsnent earned the support
of the West and a continuation of annual aid
from the United States.




The Internet in Egypt: Popular and Powerful ° I.

ADomain name: dot EG
APopulation: 83 000 000

Alnternet-users: 17 060 000

AAveragec harge for ongée
connection: 0,20 US$ '

ANumber of imprisoned bloggers : 2



Millions of Facebook members

MENA'S TOP FIVE FACEBOOK COMMUNITIES
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Connective technologies are a growing force in
Egypt

Alnternet use in Egypt increased from less
than 1 percent to 21 percent of the population
during the past decade.

A30% of E g y pli7 énitlion Internet users now
subscribe to Facebook, an increase of 10
percent since just May 2010.

AThe Egyptian government reports 60 million
mobile phone subscribers out of 80 million
people, although smartphone penetration in
the country is still low.




The blogosphere

ASince early 2007, the government has been
reinforcing Web surveillance under the iron fist
of a special department of E g y p Miistry of
Interior.

AFacebook has been placed under surveillance,
rather than blocked, so that activists can be
observed and arrested.

AAuthorities are monitoring emails and telephone |
calls without any court order. -

ASince 2008, cell phone companies are required
to obtain their c u s t o mpe&somalodata before
selling them their services.

ASurveillance is also commonplace in cybercafes,
which are frequently visited by the population.
The authorities often pressure café managers to
gain access to the personal data of Internet
users that interest them.




Bloggers: Mobilized but also harassed 9 I.

Aln 2008, over 500 of bloggers were arrested
for i endangte 8 B g u mMmiainlyyby
virtue of the State of Emergency Law.

AThe crackdown continued in 20009.

AMost have been released since then, yet
two bloggers are still behind bars.

ASince January 2009, an average of one
complaint per day is lodged against a
journalist or a blogger.

ABlogger Abdel Kareem Nabil Suleiman,
nicknamed i K a r & enm rwas sentenced
to three years in prison for n 1 n s uthet
Presidenta




Emergency law

AEmergency law in Egypt was firstly enacted in
1958, and has remained in effect since 1967,
except for an 18-month break in 1980.

AUnder this law, police powers are extended,
constitutional rights are suspended, and
censorship is legalized. The Ilaw sharply
circumscribes any non-governmental political
activity, and street demonstrations, non-
approved  political organizations, and
unregistered financial donations are formally
banned.

AUnder state of emergency, the government
has the right to imprison individuals for any
period of time, and for virtually no reason,
thus keeping them in prisons without trials for
any period.



Abuse of power

ADuring the Egyptian parliamentary
election, 2010, opposition  groups
complained of harassment and fraud
perpetrated by the government.

AOpposition and civil society activists have
called for changes to a number of legal
and constitutional provisions which affect
elections.

AThe perceptions of corruption and its
beneficiaries being limited to
businessmen with ties to the National
Democratic Party have created a picture
n w h ewealth fuels political power and
political power buyswe al. t h o




Lead-up to the protests

AOn June 6, 2010, a young Egyptian man (Khaled
Saeed) had been sitting on the second floor of a
cybercafé in Alexandra. Two detectives from the
police entered the premises and arrested him,
allegedly beating him and smashing him against
objects as he was led outside to their police car.

AMultiple witnesses have testified that Saeed was
beaten to death by the police.

AHuman Rights Watch released a press report
about the photo that stated, "Photos of Said's
battered and deformed face show a fractured
skull, dislocated jaw, broken nose, and numerous
other signs of trauma" and also that the image
clearly showed "strong evidence that plainclothes
security officers beat him in a vicious and public
manner.



http://upload.wikimedia.org/wikipedia/en/e/ef/Khalid-Saeed.jpg

The Start of Cyber Revolution

AThe revolution in Egypt was started by a young Google
executive that organized a protest via Facebook. He was
released from prison after being detained for 12 days.

AA Facebook page was set up in his name by Google
executive Wael Ghonim, and Khaled's name and face
became a rallying point for protesters.

AThe Facebook page, We Are All Khaled Said, attracted huge
attention - tens of thousands of people joined the site, and
his plight became a rallying point for Egyptians in the recent
popular uprising.




The Use of Soci al NRevolitoon k & I-

ASocial networks have been used to produce films, videos and photos to
show the whole world how things were going in Egypt.

Aln addition, networks like Facebook were used as a mean of communication
between protesters.

ATwitter was used to share logistics between protesters.

ASocial networks were used to gather information about the manifestations
and observe in real time the status of these manifestations in the
whole country.
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N WareallKhaledSai d Gr ou pCI.

ANumber of members on Facebook: 365,000 as of 10 Jan., 2011.
A Increased to 680,000 members on 10t Feb., 2011.

ANumber of contributions: 13 on 11t Jan., increased to 916 on 10t
Feb.

A127 Links to Facebook.
A116 Links to YouTube.
A5 Links to Twitter.




6th April Youth Movement

According to their Web site:

Afi This movement was established, because its members
do believe that Egypt deserves an advanced place in the
world, and that the Egyptian people deserve a better life
as welll Members of this group started together to

encourage people to express their opinion about the

previous regime, to break their own fears and negativity!
and to elevate their awareness about the importance of

participation in the political | i f e! 0
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6th April Youth Movement

ANumber of members on Facebook: 60,000 on 10t Feb., 2011.

ANumber of contributions: 1272 on 10t Feb.

A90 Links to Facebook.

A43 Links to YouTube.

A7 Links to Twitter.

A7 Links to blogs

A48 mobile numbers have been submitted on the site for direct
contact with the protesters. |




Twitter

Twitter was used as a force serving for good:

Giving protesters a powerful tool for organizing the

manifestations.

Creating the story day after day

Maintaining the flow of information

Supply details on escape routes and ways to avoid checkpoints



PEOPLE LEAVE TAHRIR VIA OMAR
MAKRAM, SEMIRAMIS THEN VIA
NILE! #jan2s

2 Feb via Twiter for BlackBerry® |7 Unfavorte L3 Retweet ® Reply
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A Wael Ghonim

™ &

Everyone come to Tahrir now we need you
we are no less than 10,000 and no more
police #JAN25

25 Jan via Twitter for BlackBemy® . Unfavorite t1 Retweet © Reply



YouTube 23 I.

As a video sharing application, YouTube demonstrators were able to
document the events and share it with the world through video proofs and
evidence about what is really happening out there. Although the press was

covering the events in depth, the p e o p lvided sontribution showed us
events that could not be covered by the press reporters.

You D

From Egypt With Love

lamEgypt11 2 videos (¥ Subscribe
o
1

&

!

229,882



YouTube Usage Facts

Videos uploaded to YouTube Views

Jan. 16 7 377,987
1771 20 Jan. 9 392,382
21 Jan. 10 208,174
22 Jan. 15 320,163
23 Jan. 73,323
24 Jan. 364,953
25 Jan. 3,390,927
26 Jan. 112 509,427

30 Jan. 111,264
YouTube was the number one video site on the Internet.
The site also was the 3 largest Internet destination after Google & FaceBook.
People submitted 1064 videos of 5700 min.



Videos uploaded by geographical zone
(outside Cairo)

Alexandria
Asyut
Beheria
Beni Suef
Dakahlia
Damietta
Ismailia

Port Said

Suez 17

Tanta 9



Tunisian revolution

AAfter the ousting of Tunisian president Zine El
Abidine Ben Ali due to mass protests, many
analysts, including former European Commission
President Romano Prodi, saw Egypt as the next
country where such a revolution might occur.

AOn 17 January, due to rising discontent with the
C O U n tstate Gasd the poor living conditions,
and following the self-immolation of Mohamed
Bouazizi in Tunisia, a man set himself ablaze in
front of the Egyptian parliament; about five more
attempts of self-immolation followed suit.




Online Egyptian ActivistséAction Plan  # I

Egyptian activists have been circulatin
planned protest

How to Protest
Iintelligzsently

Important information
and tactics

Please distribute through email
printing, and photocopies ONLY!

Twittar and facobook are being monitored.,. Be caraeful not
to lot this fall Into thoe hands of tho polico or stato socurlity.

"




The Demands of the Egyptian People

1. The downfall of the regime of Hosni Mubarak
and his ministers.

2. The cessation of the Emergency Law

3. Freedom

4. Justice

5. The formation of a now, non-military
government with the interests of the Egyptian

people at heart.

6. The constructive administration of all of
Egypt's resources.



The Strategic Goals of

Civil Disobedience

1. To take over important
government buildings.

2. To attempt to win over members
of the policy and army to the side
of the people.

3. To protect our brothers and
sisters in revolution
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Shield and Spravy

HOLD YOUR GROUND, EGYPTIAN!
Block the truncheon with your shield
as you're spravying them in the face.



Steps for Carrving

1. Assemble with your friends and neighbors
in residential streets far away from where
the security forces are.

2. Shout slogans in the name of Egypt and the
people’'s freedom (positive slogans).

3. Encourage other residents to join in
(again with positive language)

4. Go out into the major streets in very large
groups in order to form the biggest possible assembly

5‘.,‘ ad toward important government buildings
— - & whlle shouting positive slogans— in order
: , . 2 to take them over.




Timeline of the 2011 Egyptian Revolution = I.

25" January 2011: The Day of Revolt

AThis day was the start of a Revolution in Cairo, which was
powered by the Tunisian revolution.

A 27 people have died, and hundreds were injured.
AFacebook & Twitter were blocked during these events.
APeople have banded together, flooding Tahrir sugare.

ATear gas was deployed and water cannons were used, to try
to disperse the protestors, which have reached well over
70,000 people.
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271 January 2011

AEgyptian authorities asked mobile operators
to "turn down the networkt ot al | y o

Alnternet providers were ordered to suspend
Internet connectivity.

AStarting at 10:12 p.m. local time on Thursday
night, Telecom Egypt went dark, followed by
the four remaining main carriers over the
next 13 minutes.










Internet traffic to and from Egypt on January 27 - 28. At
5:20 pm EST, traffic to and from Egypt across 80 Internet
providers around the world drops precipitously.

January 27 January 28

Ceadit: Arboe Networks




28" January 2011: The Friday of Anger  « I.

ATens of thousands of Egyptians joined protests on
what was dubbed the i F r ioflAanyg ecalliag for
the ouster of President Hosni Mubarak.

AThroughout the day, witnesses saw dozens of
Egyptians bruised, bloodied and fainting in Cairo
during protests on Friday.

AAround 2,000 protesters attempted to head to
Tahrir Square but were stopped by security.

AMubarak ordered the government to step-down.



