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Filtering Policy ThroughFiltering Policy Through LitigationLitigationFiltering Policy Through Filtering Policy Through LitigationLitigation

Yahoo! required to block Nazi  memorabilia from Yahoo! required to block Nazi  memorabilia from 

French (and later) German users            French (and later) German users            

Pennsylvania court orders ISPs to block 400 childPennsylvania court orders ISPs to block 400 childPennsylvania court orders ISPs to block 400 childPennsylvania court orders ISPs to block 400 child
pornography sites pornography sites (Democracy & Technology v. (Democracy & Technology v. 
Pappert)Pappert)

Turkish courts initially blocked controversialTurkish courts initially blocked controversialTurkish courts initially blocked controversial Turkish courts initially blocked controversial 
YouTube videos from Turkey, then later YouTube videos from Turkey, then later 
demanded that Google block all users in the demanded that Google block all users in the 
world from such videos then all Turkish ISPsworld from such videos then all Turkish ISPsworld from such videos, then all Turkish ISPs world from such videos, then all Turkish ISPs 
were forced to block YouTube altogetherwere forced to block YouTube altogether



SelfSelf--RegulationRegulation
Gates and KeepersGates and Keepers



Separation of Powers Separation of Powers 
SubSub--optimal Filtering & Monitoring?optimal Filtering & Monitoring?

►►LawmakerLawmaker
►►JudgeJudge

ISP
►►JudgeJudge
►►ExecutiveExecutive ISP
►►Editor Editor 
►►Enabler (Google)Enabler (Google)►►Enabler (Google) Enabler (Google) 
‘Be everywhere, get arrested nowhere and ‘Be everywhere, get arrested nowhere and 

thrive in as many places as possible.’thrive in as many places as possible.’



Role of the StateRole of the StateRole of the State Role of the State 

Abdi ti f th ibilit f thAbdi ti f th ibilit f th►►Abdication of the responsibility of the Abdication of the responsibility of the 
StateState

►► Externalization of costExternalization of cost
►► Limited transparency in State regulationLimited transparency in State regulation
►► SelfSelf regulation is nonregulation is non transparenttransparent►► SelfSelf--regulation is nonregulation is non--transparenttransparent
►► Evasion of Public Law Norms (outsourcing to avoid human Evasion of Public Law Norms (outsourcing to avoid human 

rights obligations)rights obligations)
►► Right to Fair ProceduresRight to Fair Procedures
►► Filtering technologies may be shielded from biFiltering technologies may be shielded from bi--partisan partisan 

security testingsecurity testingsecurity testing security testing 
►► No incentive to find subNo incentive to find sub--optimal filtering optimal filtering –– either either 

OVERblocking or UNDERblockingOVERblocking or UNDERblocking
►► Function Creep (malware, P2P copyright, gambling, Function Creep (malware, P2P copyright, gambling, 

pornography)pornography)



ExternalizationExternalizationExternalization Externalization 

Abdi ti f th ibilit f th St tAbdi ti f th ibilit f th St t►► Abdication of the responsibility of the StateAbdication of the responsibility of the State

►►Externalization of cost & discretion of Externalization of cost & discretion of 
policing is lostpolicing is lost

►► Limited transparency in State regulationLimited transparency in State regulation
►► SelfSelf--regulation is nonregulation is non--transparenttransparent
►► Evasion of Public Law Norms (outsourcing to avoid human rights Evasion of Public Law Norms (outsourcing to avoid human rights 

obligations)obligations)obligations)obligations)
►► Right to Fair Procedures (Transparency of Application)Right to Fair Procedures (Transparency of Application)
►► Filtering technologies may be shielded from biFiltering technologies may be shielded from bi--partisan security testing partisan security testing 

N i ti t fi d bN i ti t fi d b ti l filt iti l filt i ith OVERbl kiith OVERbl ki►► No incentive to find subNo incentive to find sub--optimal filtering optimal filtering –– either OVERblocking or either OVERblocking or 
UNDERblockingUNDERblocking

►► Function Creep (malware, P2P copyright, gambling, pornography)Function Creep (malware, P2P copyright, gambling, pornography)



TransparencyTransparencyTransparencyTransparency
►► Abdication of the responsibility of the StateAbdication of the responsibility of the State►► Abdication of the responsibility of the StateAbdication of the responsibility of the State
►► Externalization of cost and discretion is lostExternalization of cost and discretion is lost

►►Limited transparency in State regulationLimited transparency in State regulation►►Limited transparency in State regulationLimited transparency in State regulation
►►SelfSelf--regulation is nonregulation is non--transparenttransparent
►► Evasion of Public Law Norms (outsourcing to avoid human rights obligations)Evasion of Public Law Norms (outsourcing to avoid human rights obligations)( g g g )( g g g )

►►Right to Fair Procedures (Transparency of Right to Fair Procedures (Transparency of 
Application)Application)pp )pp )

►► Filtering technologies may be shielded from biFiltering technologies may be shielded from bi--partisan security testing partisan security testing 
►► No incentive to find subNo incentive to find sub--optimal filtering optimal filtering –– either OVERblocking or either OVERblocking or 

UNDERblockingUNDERblocking
►► Function Creep (malware, P2P copyright, gambling, pornography)Function Creep (malware, P2P copyright, gambling, pornography)



No Such Thing as SubNo Such Thing as Sub--optimal optimal 
FilteringFiltering

►► Abdication of the responsibility of the StateAbdication of the responsibility of the State►► Abdication of the responsibility of the StateAbdication of the responsibility of the State
►► Externalization of cost and discretion is lostExternalization of cost and discretion is lost
►► Limited transparency in State regulationLimited transparency in State regulation

S lfS lf l i il i i►► SelfSelf--regulation is nonregulation is non--transparenttransparent
►► Evasion of Public Law Norms (outsourcing to avoid human rights Evasion of Public Law Norms (outsourcing to avoid human rights 

obligations)obligations)
Ri ht t F i P d (T f A li ti )Ri ht t F i P d (T f A li ti )►► Right to Fair Procedures (Transparency of Application)Right to Fair Procedures (Transparency of Application)

►► Filtering technologies may be shielded from biFiltering technologies may be shielded from bi--partisan security testing partisan security testing 

►►No incentive to find subNo incentive to find sub--optimal filteringoptimal filtering ––►►No incentive to find subNo incentive to find sub optimal filtering optimal filtering 
either OVERblocking or UNDERblockingeither OVERblocking or UNDERblocking

►► Function Creep (malware, P2P copyright, gambling, pornography)Function Creep (malware, P2P copyright, gambling, pornography)



Function CreepFunction CreepFunction CreepFunction Creep
►► Abdication of the responsibility of the StateAbdication of the responsibility of the State►► Abdication of the responsibility of the StateAbdication of the responsibility of the State
►► Externalization of cost and discretion is lostExternalization of cost and discretion is lost
►► Limited transparency in State regulationLimited transparency in State regulation

S lfS lf l i il i i►► SelfSelf--regulation is nonregulation is non--transparenttransparent
►► Evasion of Public Law Norms (outsourcing to avoid human rights Evasion of Public Law Norms (outsourcing to avoid human rights 

obligations)obligations)
Ri ht t F i P d (T f A li ti )Ri ht t F i P d (T f A li ti )►► Right to Fair Procedures (Transparency of Application)Right to Fair Procedures (Transparency of Application)

►► Filtering technologies may be shielded from biFiltering technologies may be shielded from bi--partisan security testing partisan security testing 
►► No incentive to find subNo incentive to find sub--optimal filtering optimal filtering –– either OVERblocking or either OVERblocking or 

UNDERbl kiUNDERbl kiUNDERblockingUNDERblocking

►►Function Creep (malware, P2P copyright, Function Creep (malware, P2P copyright, 
gambling pornography)gambling pornography)gambling, pornography)gambling, pornography)
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