Chapter 10

10.1 Cybercrime

Cybercrime in Australia

In today’s society – so heavily reliant on computers and the Internet – cyberspace crime is becoming increasingly prevalent. This topic provides an overview of what activities have been criminalised in cyberspace (prescribed reading 1), and examines the effect of new law enforcement powers created as a response to cyberspace crime (prescribed reading 2). 

Due to the overlapping jurisdictions present in the Australian federal system of government, in many areas, including cyberspace crime, Commonwealth, State and Territory offences exist and operate side by side. 

The Commonwealth’s Cybercrime Act 2001 offers more comprehensive regulation of computer and Internet related offences. States have largely followed the Commonwealth’s lead.

Unlawful access and computer trespass

The Commonwealth, the States and the ACT have enacted laws in relation to computer trespass and the unauthorised access of data. 

Most of the relevant provisions in the Commonwealth Act relate specifically to Commonwealth data, that is, data which is stored in a Commonwealth computer or data which is stored on behalf of the Commonwealth in a computer that is not a Commonwealth computer. 

Damaging data and impeding access to computers

A variety of Commonwealth, State and Territory laws exist which make it an offence for a person to alter or impair information stored on a computer, or to impede access to a computer. 

The penalty for damaging data in Commonwealth and other computers by means of a Commonwealth facility is also imprisonment for 10 years (s 76E).
Theft of data

The question of whether there can be theft of computer data remains unsettled. An intruder into a computer system who dishonestly appropriates information is likely to be charged with unauthorised access or computer trespass, rather than theft. 

Property is defined in the Amendment (Theft, Fraud, Bribery and Related Offences) Act 2000 (Cth) as including intangible property.
Computer fraud

In cyberspace fraud may be committed through the use of digital technology without the need for any physical object. 

Commonwealth legislation provides that a person who with intent to defraud any person and without authority obtains access to Commonwealth data is guilty of an offence and is liable to a penalty of imprisonment for two years (s 76B(2)(a) Crimes Act 1914 (Cth)). The Act also states that a person who by means of a facility operated or provided by the Commonwealth or by a carrier, with intent to defraud any person and without authority obtains access to data stored in a computer, is guilty of an offence (s 76D (2)(a) Crimes Act 1914 (Cth)).

Laws dealing specifically with computer fraud have also been established by legislation in a number of states. 

Cyber-stalking and harassment

Stalking is commonly defined as the act of frequently giving unwanted attention to a person with the intention of intimidating them or causing them to fear for their safety or the safety of others. Cyber-stalking is comparable to traditional stalking in that it involves persistent behaviours that instil fear in the victim, however it is executed though the use of various technologies such as email, char rooms, or web postings. 

So far Victoria is the on
ly state that is attempting to legislate against cyber-stalking with its Crimes (Stalking and Family Violence) Bill 2003 that was introduced to parliament on the 25th of March 2003. The act imposes a maximum sentence of 10 years imprisonment for cyberstalking. 

In other jurisdictions cyber-stalking is covered by stalking legislation generally.
Possession of child pornography

Possession of child pornography cached on a personal computer as a result of an Internet browsing session may constitute an offence under State laws. For example, in NSW, a person who has in his or her possession any child pornography is guilty of an offence which carries a maximum penalty of $11,000 or imprisonment for 2 years or both (s 578B Crimes Act 1900 (NSW)). 

Property in a person’s custody or knowingly in the custody of another person is considered to be possession (s 7 Crimes Act 1900 (NSW)).

Child pornography is also prohibited on the Internet (and prohibited from being broadcast generally) under the Broadcasting Services (Online Services) Amendment Act 1999 (Cth). 

Cybercrime Act 2001 (Cth) and State legislation 

The Cybercrime Act 2001 (Cth) and the mirror State legislation criminalise harmful technology assisted activities, such as producing a destructive virus, and hacking/ cracking. 

They also impose heavy penalties on offenders and increase police powers of investigation. The Commonwealth legislation, for example, enables law enforcement officers to compel a person in certain circumstances to reveal digital security information such as private encryption keys or passwords.

International law responses 

The International Cybercrime Treaty was officially released on the 23rd of November 2001 is “the first international treaty to address criminal law and procedural aspects of various types of offending behaviour directed against computer systems, networks or data as well as other similar abuses.”
The treaty will only enter into force when five countries - at least three of which are members of the Council of Europe - have ratified it. This is yet to happen as despite having 34 signatories (as of January 2003), only two countries have ratified the treaty (Albania and Croatia). 

The Treaty has received much criticism; primarily on the basis that it does not sufficiently protect civil liberties (see recommended readings).
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AN OVERVIEW OF CYBERCRIME LAW

Cyberspace Law and Policy C
entre

Characteristics of criminal law (in contrast to civil law)

· Creates offences, not causes of action

· Prosecuted by state

· Jail and other penalties

· Higher burden of proof

· Worse for reputation

· Not based on contract etc.

Introduction

In today’s society – so heavily reliant on computers and the Internet – cyberspace crime is becoming increasingly prevalent. 
The ‘2002 Australian Crime and Computer Survey’ revealed that 67% of organisations surveyed experienced an electronic attack, twice the level experienced in 1999, and higher than the US, with 35 % of these companies experiencing six or more attacks. Yet despite the frequent occurrence of cyberspace crime there is a reluctance to report offences, 61% of respondents choose not to take any legal action.

So what types of crime are being committed? Federal Agent Mark Walters of the Australian Federal Police reported that between July 2000 and May 2001 the AFP received 320 e-crime referrals.

· 54% were in relation to online child pornography and paedophilia, 

· 16% involved hacking, 

· denial of service attacks, reports of Internet viruses, trojans and worms accounted for 8% of referrals. 

Other types of cyberspace crime included 
· threats, harassment and stalking over the Internet (8%) and 

· fraud (6%). 

For a paper looking at cybercrime from both an international and Australian perspective read Australian Institute of Criminology’s paper Computer Crime.
 While slightly out of date in terms of recently released policy and statistics it still serves as a good overview on cybercrime and the need for regulation. 

Cybercrime in Australia

Under the Australian system of Government, all Australian States and Territories have a general power to enact criminal laws to operate within their own borders. The Commonwealth, however, is limited to enacting criminal laws which fall within one of its heads of constitutional power. 

The Commonwealth’s constitutional power to enact laws with respect to "telephonic, telegraphic and other like services" (s 51(v) of the Constitution) is of particular relevance in the context of cyberspace crime. 

In many areas, including cyberspace crime, Commonwealth and State and Territory offences exist and operate side by side, with

· State and Territory offences applying generally to wrongful conduct within that jurisdiction and

· Commonwealth offences targeting particular aspects (for example, offences involving computers owned or leased by the Commonwealth, and offences involving a telecommunications carriage service). 

The Commonwealth’s Cybercrime Act 2001 offers more comprehensive regulation of computer and Internet related offences. Following the lead of their federal counterparts, many states have updated, or are in the process of updating the law in this area.

Unlawful access and computer trespass

"Hacker" and "cracker" are terms which are used to describe people who intentionally seek to access computer systems or networks with dishonest intentions. A cracker may access a system with destructive or malicious intentions, such as to alter data or to spread a virus, whereas a hacker is generally motivated by curiosity.

Hackers and crackers may be criminally liable if they access, or access and continue to examine certain data (ss 76B(1) and (3) Crimes Act 1914 (Cth).
 Cracking may also involve damage to data and fraud. 

The Commonwealth, the States and the ACT have enacted laws in relation to computer trespass and the unauthorised access of data: 

· (s 76B Crimes Act 1914 (Cth); 

· s 9A Summary Offences Act 1966 (Vic); 

· ss 308C – 308H Crimes Act (NSW); 

· s 44 Summary Offences Act 1953 (SA); 

· s 135J Crimes Act 1900 (ACT); 

· s 440A Criminal Code Act 1913 (WA); 

· s 408D Criminal Code 1995 (Qld); 

· s 257D Criminal Code 1924 (Tas)). 

Most of the relevant provisions in the Commonwealth Act relate specifically to Commonwealth data, that is, data which is stored in a Commonwealth computer or data which is stored on behalf of the Commonwealth in a computer that is not a Commonwealth computer (Part VIA Crimes Act 1914 (Cth)). For example, the Commonwealth Act provides that a person who intentionally and without authority obtains access to Commonwealth data is guilty of an offence (s 76B(1)).

The relevant Victorian Act states that a person must not gain access to, or enter, a computer system or part of a computer system without lawful authority to do so (Summary Offences Act 1966 (Vic), section 9A). In New South Wales a person who among other things causes unauthorised access to or modification of restricted data held in a computer is guilty of an offence (s 308H Crimes Act 1900 (NSW)).


The Commonwealth Act also provides that a person who intentionally and without authority obtains access to Commonwealth data, being data that the person knows or ought reasonably to know relates to: 

· the security, defence or international relations of Australia;

· confidential sources of information relating to the enforcement of Australian criminal law;

· the enforcement of an Australian law;

· the protection of public safety;

· the personal affairs of any person;

· trade secrets;

· records of a financial institution; or

· commercial information, the disclosure of which could cause an advantage or disadvantage to any person; 

is guilty of an offence (s 76B(2)(b)(i) to (viii)). 

Under the Act it is also an offence for a person who has intentionally and without authority obtained access to Commonwealth data to continue to examine the data if they know or ought reasonably to have known that it relates to any one of the above categories of information (s 76B(3)).
A person who 

· by means of a Commonwealth facility (for example, part of the infrastructure of a telecommunications network) or

· by a facility provided by a carrier (ie a service for carrying communications by means of guided and/or unguided electromagnetic energy) 

· intentionally and without authority obtains access to 

· data stored in a computer

is also guilty of an offence under the Commonwealth Act (s 76D(1), see also ss 76D
(2) an
d (3)).

Damaging data and impeding access to computers

A variety of Commonwealth, State and Territory laws exist which make it an offence for a person to alter or impair information stored on a computer, or to impede access to a computer 

· (s 9A Summary Offences Act 1966 (Vic); 

· ss 308C – 308E Crimes Act 1900 (NSW); 

· s 44 Summary Offences Act 1953 (SA); 

· s 135K Crimes Act 1900 (ACT); 

· s 257C Criminal Code 1924 (Tas)).

For example, the New South Wales Crimes Act (ss 308C and 308D) provides that: 

a person who intentionally and without authority or lawful excuse destroys, erases or alters data stored, or inserts data into a computer, or interferes with, or interrupts or obstructs the lawful use of a computer is liable to imprisonment or a fine, or both.

Similarly, the Commonwealth Crimes Act provides that a person who intentionally and without authority or lawful excuse: 

· destroys, erases or alters data stored in, or inserts data into, a Commonwealth computer;

· interferes with, or interrupts or obstructs the lawful use of, a Commonwealth computer;

· destroys, erases, alters or adds to data stored on behalf of the Commonwealth in a computer that is not a Commonwealth computer; or

· impedes or prevents access to, or impairs the usefulness or effectiveness of, data stored in a Commonwealth computer or data stored on behalf of the Commonwealth in a computer that is not a Commonwealth computer 

is guilty of an offence, the penalty for which is imprisonment for 10 years (s 76C).
The Commonwealth Act further provides that it is an offence for:

· a person who, by means of a facility operated or provided by the Commonwealth or by a carrier,

· intentionally and without lawful authority or excuse: 

· destroys, erases or alters data stored in, or inserts data into, a computer;

· interferes with, or interrupts or obstructs the lawful use of, a computer; or

· impedes or prevents access to, or impairs the usefulness or effectiveness of, data stored in a computer 

is guilty of an offence. 

The penalty for damaging data in Commonwealth and other computers by means of a Commonwealth facility is also imprisonment for 10 years (s 76E).
Theft of data

The question of whether there can be theft of computer data remains unsettled. An intruder into a computer system who dishonestly appropriates information is likely to be charged with unauthorised access or computer trespass, rather than theft. 

Criminal Code Amendment (Theft, Fraud, Bribery and Related Offences) Act 2000 (Cth)
 provides that 

a person is guilty of theft if they dishonestly appropriate property belonging to another with the intention of permanently depriving that person of the property, and the property belongs to a Commonwealth entity  (s 131.1 Criminal Code (Cth)).

Property is defined by the Code to include "intangible property". It remains to be seen whether computer data will fall within this defi
nition. 

Computer fraud

Fraud in the off-line environment generally involves deception through the use of a tangible object, such as a created document. In cyberspace, however, fraud may be committed through the use of digital technology without the need for any such object. 

The Commonwealth Act provides that a person who with intent to defraud any person and without authority obtains access to Commonwealth data is guilty of an offence and is liable to a penalty of imprisonment for two years (s 76B(2)(a) Crimes Act 1914 (Cth)). 

The Act also states that a person who by means of a facility operated or provided by the Commonwealth or by a carrier, with intent to defraud any person and without authority obtains access to data stored in a computer, is guilty of an offence (s 76D (2)(a) Crimes Act 1914 (Cth)).

Laws dealing specifically with computer fraud have also been established under State legislation. 

· Victorian (See also Part 1 Div 2 Crimes Act 1958 (Vic); 

· Part 4 Div 1 Subdiv 7 Crimes Act 1900 (NSW); 

· s 184 Criminal Law Consolidation Act 1935 (SA); 

· Part 4 Crimes Act 1900 (ACT); 

· Part 6 Criminal Code Act 1913 (WA); 

· Part 6 Div 1 Criminal Code (Qld); 

· Part 7 Criminal Code 1983 (NT), in relation to fraud generally). 

The Tasmanian Criminal Code, for example, states that a person who, uses a computer with intent to defraud, is guilty of the crime of computer-related fraud (s 257B). Victoria’s Crimes (Property Damage and Com
puter Offences) Act
 implements the recommendations of the January 2001 Model Criminal Code report: Damages and Computer Offences. 

Cyber-stalking and harassment

Stalking is commonly defined as the act of frequently giving unwanted attention to a person with the intention of intimidating them or causing them to fear for their safety or the safety of others. Cyber-stalking is comparable to traditional stalking in that it involves persistent behaviours that instil fear in the victim, however it is executed though the use of technologies such as 

· email, the 

· Web,

· chat rooms, 

· instant messaging, 

· bulletin boards, 

· web-based discussion forums, 

· IRC, and/or 

· usenet groups. 

So far Victoria and NSW have to legislated against cyber-stalking with eg., the NSW Crime (Domestic and Personal Violence) Act 2007
. The act imposes a maximum sentence of 10 years imprisonment for cyberstalking. Types of conduct that will amount to stalking include:

· Sending obscene, or harassing e-mails;

· Posting false information or doctored images of people on the Internet; and 

· Assuming the identity of another person.

]

The key features of the NSW Act is that it removes the essential requirement from current stalking law that the victim is aware that they are being stalked by the defendant, and once in operation the law will have extra-territorial effe
ct. 
Currently under Victorian legislation a ‘course of conduct’ that is considered stalking is sending electronic messages (s 21A Crimes Act 1958 (Vic) and s 359B Criminal Code Act 1899).

In other jurisdictions cyber-stalking is covered by stalking legislation generally. For example, it is an offence for a person to “knowingly or recklessly use a carriage service supplied by a carrier to menace or harass another person or to use a carriage service supplied by a carrier in such a way as would be regarded by reasonable persons as being, in all the circumstances, offensive” (s 85ZE Crimes Act 1914 (Cth)). This provision does not apply to Internet content which is regulated under the Broadcasting Service Act 1992 (Cth), and other offences of specific application such as those governing pornography.

Any conduct which could reasonably be likely to arouse an apprehension of fear in the victim is an offence:

· (See s 21A(2)(b) Crimes Act 1958 (Vic);

· s 562AB Crimes Act 1900 (NSW);

· s 19AA Criminal Law Consolidation Act 1935 (SA); 

· s 34A Crimes Act 1900 (ACT); 

· s 359A Criminal Code 1995 (Qld); 

· s 338D Criminal Code 1913 (WA); 

· s 192 Criminal Code 1924 (Tas); 

· s 189 Criminal Code 1983 (NT)). 

Accordingly, sending email or posting messages on interactive Internet forums such as bulletin boards or chat rooms may constitute stalking. An intervention order is the most common remedy for stalking. Breach of an intervention order may result in imprisonment. 

The case of DPP v Sutcliffe [
2001] VSC 43
 is a noteworthy prosecution of cyberstalking and also an example of cross-jurisdictional issues that often arise when the Internet and other like technologies are involved
.
Possession of child pornography

Possession of child pornography cached on a personal computer as a result of an Internet browsing session may constitute an offence under State laws. For example, in NSW, a person who has in his or her possession any child pornography is guilty of an offence which carries a maximum penalty of $11,000 or imprisonment for 2 years or both (s 578B Crimes Act 1900 (NSW)). 

Child pornography is material (includes any form of recording from which a visual image, including a computer generated image, can be produced) that is refused classification or would, if classified, be refused classification by the Office of Film and Literature Classification Board on the basis that it describes or depicts, in a way that is likely to cause offence to a reasonable adult, a person (whether or not engaged in sexual activity) who is a child under 16 or who looks like a child under 16. 

Property in a person’s custody or knowingly in the custody of another person is considered to be possession (s 7 Crimes Act 1900 (NSW)).

Child pornography is also prohibited on the Internet (and prohibited from being broadcast generally) under the
 Broadcasting Services (Online Services) Amendment Act 1999 (Cth).
 

Cybercrime Act 2001 (Cth) and State legislation 

The Cybercrime Act 2001 (Cth)
 and the mirror State legislation criminalise

· harmful technology assisted activities, such as 

· producing a destructive virus, 

· hacking and cracking. 

They also impose heavy penalties on offenders and increases police powers of investigation. 

Many of the Commonwealth Act’s provisions are modelled on the Council of Europe Draft Convention on Cybercrime 2001 (the finalised version of which is the International Cybercrime Treaty, see below). 

A noteworthy feature of the NSW legislation is its extra-territorial application, recognising the fact that the effect of many computer crimes are not felt in the same state or even country from which they originate (Crimes Act 1900 (NSW) s 308C(3) and s 308F(2
)(b)).
The International Cybercrime Treaty 

The International Cybercrime Convention
 was released in November 2001 is “the first international treaty to address criminal law and procedural aspects of various types of offending behaviour directed against computer systems, networks or data as well as other similar abuses.”

A Council of Europe press release summarised the Convention (in its first release) as follows: 

The draft provides, among others, for the co-ordinated criminalisation of computer hacking and hacking devices, illegal interception of data and interference with computer systems, computer-related fraud and forgery. It also prohibits on-line child pornography, including the possession of such material after downloading, as well the reproduction and distribution of copyright protected material. The draft Convention will not only define offences but will also address questions related to the liability of individual and corporate offenders and determine minimum standards for the applicable penalties.
The draft text also deals with law enforcement issues: future Parties will be obliged to empower their national authorities to carry out computer searches and seize computer data, require data-subjects to produce data under their control, preserve or obtain the expeditious preservation of vulnerable data by data-subjects. The interception of data transmitted through networks, including telecommunication networks, is also under discussion. These computer-specific investigative measures will also imply co-operation by telecom operators and Internet Service Providers, whose assistance is vital to identify computer criminals and secure evidence of their misdeeds.
As computer crimes are often international in their nature, national measures need to be supplemented by international co-operation. The draft treaty therefore requires future Parties to provide each other various forms of assistance, for example by preserving evidence and locating on-line suspects. The text also deals with certain aspects of trans-border computer searches. Traditional forms of mutual assistance and extradition would also be available under the draft Convention and a network of 24 hours/ day, 7 days/week available national contact points would be set up to speed up international investigations. 
 

Despite many drafts the Treaty remains substantially unaltered. Unusually the draft text was published on the internet “so as to garner the opinions of professionals and network users.”

Some of the many points of the treaty which should be noted include:

· A4 'Data Interference' and A5 'System Interference' intended to deal with 'denial of service' attacks through the concept of 'suppression' of data, which is interpreted to include actions which 'render inaccessible' data by preventing someone accessing it. 
· The production, sale etc of 'devices' (including programs) 'designed or adapted primarily' for committing computer crimes, with intent that they be so used, is required to be criminalised (A6).  Efforts are made to stop this provision extending to cover those 'hacking' tools which are legitimately used for testing the security of systems (A6(2), and the intent elements of the offence), but this remains a very controversial inclusion. 
· Title 3 'Content-related offences' establishes international criminal sanctions in relation to distribution of child pornography through computer systems (A9). 
· It requires laws compelling service providers to maintain real-time usage logs in relation to particular communications (A20), and intercept data (A21). 

· It requires States to 'establish jurisdiction' over offences covered by the Convention which are committed by its nationals in other countries, which are covered under the criminal law of the country where committed (A23). 
(For example, if an Australian, in Australia, commits an offence which breaches a computer crime law of the People's Republic of China).
· There are extensive provisions in Chapter III 'International Cooperation' concerning: 

· Extradition (Title 2): All offences covered by the Convention are automatically included under existing extradition treaties by State parties (A25.2), and the Convention itself is the legal basis for extradition in the absence of a treaty (A25.3); 

· Sharing of information and other forms of 'mutual assistance'

to identify computer criminals and secure evidence of their misdeeds.
The treaty entered into force, as the Council of Europe Cybercrime Convention when five countries at least three of which are members of the Council of Europe ratified it. This has occurred. 

The Treaty has received much criticism; primarily on the basis that it does not sufficiently protect civil liberties.

In 2011 there was extensive discussion in Australia of moves to pass legislation enabling the Convention to be adopted here.
See for instance A. Maurushat’s submission
 to the Parliamentary Joint Select Committee on Cyber-Safety on Cybercrime Legislation Amendment Bill 2011
 to implement CoE Convention on Cybercrime
, with C. Connolly and D. Vaile appearing before the Committee in support on 1 August 2011 (you could search for the Hansard transcript). See also the Report
 of the this committee, which addressed some of the concerns raised but ignored others.
.
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�Is this information up to date?


�BAD LINKS found during citation change: 





( For a ‘A Brief History of Computer Hacking’ read http://www.chiroweb.com /columnist/devitt/ 





( For an example of someone being convicted of hacking read ‘Aussie hacker gets two year sentence’ (http://www.zdnet.com.au/newstech/security /story/0,2000024985, 20261598-1,00.htm) (R v Boden [2002] QCA 164) 





( For an article highlighting how serious and widespread the problem of hacking is read ‘Number of hack attacks at all-time high’ (http://www.ojr.org/ojc/topics/ brief.php?briefID=36992) 





Darren Gray, ‘Cyber-stalkers face stiff jail terms’ The Age 28 March 2003: � HYPERLINK "http://www.theage.com.au/text/articles/2003/03/27/1048653803188.htm" ��http://www.theage.com.au/text/articles/2003/03/27/1048653803188.htm�. The article notes that passage of the Bill is likely considering the Government’s clear majority in the Upper and Lower Houses.





www.cyberstalking.net (in german)





The ‘Cyberstalking: A New Crime?’ chapter from the Forensic Criminology Services’ paper Stalking: Impact, Law, Sentencing and Stalking On-Line looks at how cyber stalking is committed, problems policing it and some possible solutions to this problem. (http://www.forensic-crim.com/readings/cyberstalking.htm) 





For a detailed article outlining the effect of both the Commonwealth and State Act see: � HYPERLINK "http://www.acuiti.com.au/index.cfm/p/content-04-0402/t/cfm/pubId/136" ��http://www.acuiti.com.au/index.cfm/p/content-04-0402/t/cfm/pubId/136�











�Acknowledgement probably need here


�( REMOVED: several references moved to the recommended readings section.


( EXPANDED MATERIAL LOCATED AT: alpha version document page 7/8


�( REMOVED: US v Robert Tappan case study – the material concerned US jurisprudence and therefore peripheral is peripheral knowledge given this course aims to impart a knowledge of Australian law. A brief reference added to recommended readings section.


( EXPANDED MATERIAL LOCATED AT: alpha version document page 8


�( REMOVED: Internet news article reference moved to recommended readings.


( EXPANDED MATERIAL LOCATED AT: alpha document version page 10


�Newer information could be sourced here


�( REMOVED: several additional references moved to recommended readings section.


( EXPANDED MATERIAL LOCATED AT: alpha document version page 11/12


�( REMOVED: DPP v Sutcliffe case study has been condensed into a one sentence flag and footnote should students wish to read it.





( EXPANDED MATERIAL LOCATED AT: alpha document version page 12+


�( REMOVED: State of California v Dellapenta on the grounds that it does not provide an example of Australian law


( EXPANDED MATERIAL LOCATED AT: alpha document version page 13+


�( REMOVED: additional references relocated to recommended readings section.


( EXPANDED MATERIAL LOCATED AT: alpha document version page 14+





�( REMOVED: additional references relocated to recommended readings section.


( EXPANDED MATERIAL LOCATED AT: alpha document version page 15
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